
ALL THAT WE LET IN:
HACKING 30 MOBILE HEALTH APPS 
AND APIS

According to Mobius MD, there are now over 318,000 mHealth apps
available in major app stores. Over 60 percent of people have
downloaded an mHealth app, which is now more common of a
smartphone activity than online banking, job searches, or accessing
schoolwork or educational content (Pew Research, 2015). With the
pandemic pushing more patients towards virtual visits with their
family physician and mental health provider, hackers have begun
shifting their attention to this new attack surface in search of
protected healthcare information (PHI) which is now demanding
more of a payout per record than credit card numbers on the dark
web.

Summary
This paper details the results of a 6-
month long vulnerability research 
campaign into the compromise of 30 
mobile health apps and APIs to 
demonstrate a systemic lack of 
hardening of mHealth apps and APIs to 
sufficiently secure protected 
healthcare information (PHI).
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