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Broken Obhject Level Authorization
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THE FACTS ON VULNERABILITIES IN

MOBILE HEALTH

APPS AND APIS

APPROXIMATELY FIVE MINUTES
WAS SPENT ON EACH OF THE THIRTY
MHEALTH APPS TO REVERSE ENGINEER
AND FIND HARDCODED API SECRETS

IN LESS THAN ONE MINUTE
BOLA VULNERABILITIES WERE
DISCOVERED IN 100% OF THE APIS

100% OF THE APIS WERE
COMPROMISED LEADING TO
ACCESS TO PATIENT RECORDS
AND PII IN TWO WEEKS
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