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The Security and Compliance of the

Approov Solution

This document describes the security aspects of the
Approov solution and best-practices for integrating
the solution into your own security and compliance
framework. It is intended to be shared with the
security and compliance teams in your organization
as part of the Approov evaluation process.

Overall Architecture of the Solution

The Approov CLI tool is downloaded to your development
environment. It is used to access and administer the
Approov account you were issued upon sign up. The tool
is also used to register new apps that are to be released
to the app stores. This is achieved by analyzing the app
(in either .apk, .aab or .ipa format) and adding its signa-
ture to a database in the Approov cloud service for your
account. No application code is stored or uploaded to
the Approov service. The particular build of the app then
becomes recognized as being official, allowing secure
runtime delivery of API keys/secrets to the app and/or
valid Approov tokens to be generated for requests from
that app.

The Approov SDK must be integrated with your app,
typically using a mobile app quickstart. These quickstarts
either hook into the existing networking stack, or provide
an alternative implementation with the same interface.
Either way, this means that integrating Approov into the
app is very straightforward with minimal code changes.
When the app makes an API call, and there have been

no recent integrity checks, this will initiate the integrity
measurement process inside the SDK that requires com-
munication with the Approov cloud service. Once run-
time APl keys/secrets and an Approov token have been
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obtained they are securely cached by the SDK for up to

5 minutes, so that subsequent fetch calls do not require
additional network communication. However certain
events (e.g. evidence of an instrumentation framework
being attached) can trigger a new integrity measurement
process during this period.

The integrity check process requires the SDK and the
Approov cloud service to work together. The SDK ana-
lyzes the runtime environment of the app and the authen-
ticity of the app that is being measured. These checks
are implemented in hardened code and communications
are protected by TLS, certificate pinning and also by a
secondary level of request integrity signing. The app gath-
ers and passes data and measurements to the Approov
service. The Approov cloud service performs analysis

on the data provided by the SDK and makes a decision
based on this and the security policy criteria you set for
your account.

If the criteria are met then the Approov cloud service
provides the runtime API keys/secrets and a short lived
token signed with a symmetric secret allocated randomly
during your account sign up. If the criteria are not met
then secrets will never be delivered. A token is still issued,
but it will not be signed with the correct secret. Options
are also available to use other secrets or other signing
algorithms, including those with asymmetric keys.

Mechanisms are provided to automatically substitute a
placeholder API key or secret with the real one obtained
dynamically. The obtained Approov token may also be
automatically added to the API request as an additional
header. It is important that all communications made
by these APIs are pinned so that no Man-in-the-Middle
(MitM) interception is possible that could make a copy
of your API calls and the API keys or short lived token.
Pinning TLS connections are managed automatically by
the Approov dynamic pinning functionality.

page 10of 6


https://approov.io/resource/quickstarts/
https://approov.io/docs/latest/approov-usage-documentation/#managing-key-sets

WHITE PAPER: The Security and Compliance of the Approov Solution

Administer account and
register new app releases

T

APK/AAB/IPA

J

- GETITON
e Google Play

£ Available on the
L § App Store

QPProov

measurements and

only sends valid API keys

or JWTs to valid apps

If only runtime secrets protection of API keys or secrets
is being used then no changes to backend systems are
required at all. If Approov tokens are being used then

the backend APl must check the validity of the Approov
token to determine if it has been correctly signed and has
not expired. If it is, then you know that the API request

is really coming from an official registered version of
your app and that it is not being spoofed by some other
entity. Moreover, a valid Approov token also indicates
that the checks on the runtime environment have passed,
as defined by the security policy you have set in your
account. Since the signing key is never put inside the app,
an attacker cannot reverse engineer it in order to create
their own signed Approov tokens.

How the mobile SDK is protected

The following techniques are employed in the Approov
SDK to prevent attempts to spoof the measurement
algorithm or to enable the measurement algorithm to be

executed in a different environment without detection:

- Obfuscated Native Code: All of the integrity
measurement calculations are performed in highly
obfuscated native code, rendering decompilation and
analysis extremely difficult.

- No Memory State Reliance: The integrity mea-
surement is performed in a standalone way as an
atomic execution blob without reliance on input
memory state that could be tampered with in any
way.

« No Reliance on External Libraries: The core
integrity measurement process has no reliance on
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any external system library that could be tampered
with.

« Self Measurement: The integrity measurement
includes both the app package and the integrity mea-
surement algorithm itself. Thus any change to the
measurement algorithm will be detected.

- Runtime Address Integration: Runtime
addresses generated by the running of the measure-
ment algorithm are bound into the measurement cal-
culation, making the reproduction of the results from
anything other than the original unmodified binary
code extremely difficult.

- Root and Debug Detection: The SDK checks for
rooted devices or debug attachment so that sus-
picious devices can be detected and rejected. The
detections are included in the core algorithms and
their code and generated results are subject to the
measurement to avoid any tampering.

- Framework Detection: The SDK checks the
memory map of the running process for the presence
of instrumentation frameworks that might be being
used by attackers to gain insight into the operation of
the algorithm.

How the CLI Tool is protected

Operation of the Approov CLI tool is protected by a role-
based set of execution privileges. There are four roles:
admin, dev, delegate, and automation. A user may be
granted one or more roles, and each user role can require
a separate password.
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The dev role allows access to all facilities required for
app development. Specifying the account’s protected
APl domains, issuing and revoking roles for any user,
and other production-level operations are reserved for
the admin role. The delegate role can be assigned to 3rd
party users to associate their apps within your account.
The automation role is intended for unattended testing
and continuous integration operations.

Access to Approov: User
Authentication and Authorization in
Approov

Activating your account grants access to your Approov
account from your machine via a time limited onboarding
code.

You will normally be invited to choose a password for
your access to Approov. If your onboarding included a dev
role then this will be automatically selected for subse-
guent uses of the Approov CLI. You will be invited to type
in the password again on first usage, and after every one
hour session expires.

Note that you are also provided with a PIN number.

You should make a note of this somewhere private

and secure, it will be needed if you ever need to recover
access to your account via email. The PIN provides an
additional level of protection for your Approov account in
case access to your email account is compromised.

User and Password Management

When a new account is created the account holder is
issued with dev and admin roles. One of the capabilities
of the admin role is the ability to add new users, with
specific roles.

In a larger organization where multiple personnel need

to interact with the Approov service, we expect that there
will be some internal control of the access to Approov.
We recommend that only a single individual, or small
restricted group, should have access to the admin role.
We suggest that dev roles are created for each of the indi-
viduals that are involved in the development of the apps
that use the Approov service. The dev role has access to
all of the facilities required for app development, without
more dangerous privileges that might allow an acciden-
tal detrimental impact to apps that are live in production
in the account. Using user management the dev user
roles can be issued to named individuals, preferably for a
timescale that represents their likely involvement. Access
can be revoked by the administrator at any time.
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How Communication Between
the CLI and the Approov Service is
Protected

Communication between the Approov CLI and the
Approov cloud service is always conducted using TLS,
and the security of this is subject to the certificate trust
store installed on your local machine. Ordinarily if this
were to be compromised then it would be possible for a
Man-in-the-Middle (MitM) attacker to intercept, modify
and then spoof requests to the Approov cloud service.
The password mechanism provides protection from such
compromises, as it provides an additional level of mes-
sage integrity over and above TLS. It employs asymmetri-
cally encrypted integrity tokens with a proof of password
possession protocol to transmit this information, ensur-
ing that an attacker cannot spoof these integrity tokens
without knowledge of the password.

If a CLI command is issued that uses a password pro-
tected role, then the user will be invited to provide the
password before they can continue. Once the password is
correctly entered this initiates an active session that lasts
for one hour. During that time it is not necessary to enter
the password again in order to issue CLI commands. The
current session information is stored in a .approov file in
your home directory.

Application End User Data Stored by
Approov and How it is Protected

No data (Pl or other) that your application creates or cap-
tures from your end users, or is accessible via your service
APls, is stored or used by Approov.

When a customer signs up for an Approov account, we col-
lect and process limited information about the end users of
the app; specifically, a unique app instance identifier (Install
ID) and a (non-reversible) IP address. Note that Install ID

is referred to as Device ID in the Approov documentation.
Install IDs and IP addresses are masked to afford data sub-
jects reasonable anonymity and to assure their rights to
privacy are balanced with the legitimate business interest
of our customers to protect their assets through use of

our software and services. We will retain the above data as
long as the Approov account with which the app is reg-
istered, is active. We will also continue to retain this data
after the account is terminated if it is necessary for tax and
financial reporting purposes or to comply with our legal
obligations. See here for the full Approov privacy policy.

Service Performance Data Stored by
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Approov and How its Protected

All data stored by Approov is encrypted at rest and in
transit.

Approov stores data which is required to operate the
service and provide reporting about the performance of
the service. The following customer data is stored:

. Application Signatures: The Approov tool ana-
lyzes the app (in either .apk, .aab or .ipa format)
and adds its signature to a database in the Approov
cloud service for your account. The particular build
of the app then becomes recognized as being offi-
cial, allowing valid Approov tokens to be generated
for calls from that app. No app code is stored or
used by Approov.

- Service Performance Data: Data about the
operation of the service is stored and processed by
Approov in order to present analytics and provide
performance dashboards to each Approov customer
about the operation of their service. All access to
such data is via signed JWT management tokens
with a different signing secret for each Approov
account holder. Tokens provide an account holder
fleld and the tokens only provide rights to access
data associated with that account holder. Approov
uses agglomerated data only for monitoring overall
system health status via aggregated metrics and
these are only used internally and accessible only to
accredited Approov personnel.

Cloud Server Redundancy

To enable a highly reliable Approov service, the backend
is implemented in two different cloud service providers,
as illustrated below:
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When an Approov token fetch is requested, the initial
transmission is sent to the primary token service hosted
in the AWS cloud. This primary service has multiple fron-
tend servers deployed across the availability zones of a
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region and is set up to automatically scale with the ser-
vice load. The particular geographic data center utilized
is allocated upon sign up. Some accounts may also have
support in multiple different geographic data centers to
lower latencies in different parts of the world and to offer
further enhanced redundancy.

If communication cannot be established with the pri-
mary service (or errors are continually returned) then
the SDK attempts to make contact with the secondary
(aka failover) system. This is available on a different
domain name using a different TLD (Top Level Domain)
to further enhance redundancy. The secondary failover
system is implemented in Google Cloud to provide
complete isolation from any large scale failures that
may occur in AWS. The failover system only provides

a subset of the full analysis capability of the primary
system, but it will ensure your apps should continue

to receive valid Approov tokens in the event of a cata-
strophic primary system failure.

The failover system only serves Approov tokens if it is
enabled. It continually checks the primary system on

a minute-by-minute basis and automatically enables
itself if a primary failure is detected, with no need for any
manual intervention in the switch over process.

How Real-time Operation of the
Service is Protected

Only Approov account holders are able to generate SDK
configurations that are signed for that account holder, so
only they are able to generate SDK configurations that
are valid.

The JWT for the SDK configuration is signed using
asymmetric Elliptic Curve Cryptography (ECC). The
public key is in the configuration, but the private key is
held securely in the Approov cloud service. This means
that only the Approov cloud service is able to generate
valid configurations. They cannot be manually modified
as any tampering will be detected. The public key is
transmitted by the SDK to the Approov cloud service, so
any attempt to modify the public key and re-sign the con-
figuration will also be detected.

In addition to the use of standard TLS encryption to pro-
tect your traffic from prying eyes, you will automatically
benefit from using the Approov built-in dynamic certifi-
cate pinning service to implement, manage and maintain
certificate pinning for you. This provides continuous
protection against bad actors trying to read/modify your
transactions, while also addressing any concerns that
you have not implemented pinning correctly or that you
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may block the end users of your mobile app when certif-
icates are rotated in your API server. Approov dynamic
certificate pinning leverages the built-in Approov dynamic
configuration to keep your mobile app up to date with the
latest pins from your API server certificates. More infor-
mation about the pinning approach is provided in Public
Key Pinning.

In order to support over-the-air dynamic updates to

the configuration, the Approov cloud service can send

an update if APl domains or their pins (or some other
parameters) are changed. Updates are also signed using
ECC and the signature is checked against the public key
provided in the initial base configuration. This prevents
any tampering of the configuration in the communication
channel.

The normal lifetime for the use of runtime delivered API
keys/secrets and Approov token is 5 minutes, plus a
grace period, from the point of issue by the Approov cloud
service. The grace period of a few seconds is added to
allow a valid token to be propagated and checked within a
backend API system. If a particular device is identified as
being risky in some way (such as it being rooted or jailbro-
ken), then, independently of the overall security rejection
policy that is set, it will receive a shorter lived 2 minute
token instead of a 5 minute one. This forces the device to
make more frequent checks as it receives tokens.

The app itself never needs to deal with or cache run-

time APl keys/secrets or Approov tokens themselves.
The Approov SDK is responsible for caching them and
updating whenever required. Even if this data is cached,
and within its expiry period, some basic app environment
checking is performed on each API request. If issues are
discovered, perform a complete attestation check to fetch
a new token. Thus an Approov token lifetime should be
considered to be up to 5 minutes, since any cached data
may be discarded at any point.

How Approov can be integrated into
your Compliance Reporting

Metrics graphs provide both live and longer term sum-
mary information about your account usage. They can
be used to see the total number of devices that have
requested Approov tokens over a time period (and there-
fore what the usage related costs will be) and also show
the failures where particular devices have been denied
valid Approov tokens. The graphs provide information
about the reasons for any such failures.

Approov provides facilities that allow monitoring of the
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status of your account. A health check APl endpoint is
supported, along with monthly or daily summaries of
usage and notification emails if there is a certificate prob-
lem with one of your endpoints.

The Approov cloud service is able to monitor your API
endpoints to ensure that they are both accessible and
that the certificates presented match one or more of the
pins you have set in your account. The endpoints are
checked every 15 minutes, and a notification email is sent
if a problem is detected. This will list each of the moni-
tored API domains that are experiencing an issue.

Applying end-user device policies: Approov provides fun-
damental checks regarding the integrity of the app itself,
so that valid Approov tokens are only issued to valid app
instances. Additionally, various other runtime integrity
checks are also performed and the results transmitted
to the Approov cloud server in a secure manner. Whether
these checks should result in an invalid Approov token
or not is determined by the security policies that are
selected.

This gives you the flexibility to permit or block access
according to your risk assessments and the character-
istics of your user base. For instance, if you develop a
banking app, you may take the view that no rooted device
should receive a valid Approov token. However, other con-
sumer apps, deployed to certain markets or demograph-
ics, may require rooted devices to be accepted. Thus the
security stance must be informed by the characteristics
of the app’s user base and the particular threats that
Approov is being used to defend against.

Approov Compliance and
Certifications

As a company which provides security solutions, Approov
ensures compliance with industry and regulatory stan-
dards while conforming to leading security benchmarks.

Approov monitors the industry for regulatory develop-
ments and changes that may impact our organization
and services. This allows us to proactively plan for
upcoming compliance requirements and take the appro-
priate steps to ensure our adherence to these require-
ments.

Approov is committed to offering services that are com-
pliant with the E.U. General Data Protection Regulation
("GDPR"). Data that a customer or its end users send to
us is only processed in accordance with the customer’s
instructions and our GDPR-updated data processing
agreements. See here for the full Approov privacy policy.
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The Approov service is deployed in AWS and Google
Cloud which both meet the requirements of an extensive
list of global security standards such as SOC, PCI, HIPAA,
FedRAMP HITRUST. Learn about AWS Compliance here
and Google Cloud here. No data is stored on-premises by
Approov.

We use a PCI DSS Level 1 certified service provider to
handle all sensitive customer billing data.
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Contact us for a free technical consultation - our security experts will show you how
OpprOOV to protect your revenue and business data by deploying Approov Mobile Security

mobile security WWW.approov.io
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